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Abstract 
 
The growing conflicts around the world and 
increasing peacekeeping missions require a system 
of communication that is reliable and Provide up-
to-date information regarding the conflicts and 
war zones such communication are important for 
both soldiers fighting at the front or maintaining 
peace in some region of The world and also for the 
high ranking officials and General head quarters 
(G.H.Q). In this paper we will be a comparing two 
proposed schemes for military communications in 
war like situation, one is military communications 
using cellular network and other is military 
communications using commercial 
communications Satellite. These two scenarios are 
for war and peace-keeping purposes but every 
battlefield is not like the previous one, like 
communications the war fighting skills are also 
evolving and hence these new ways of fighting 
require changes in a way military communication 
is done. 
 
Keywords: Military communications, Cellular 
Networks, Satellite communication. 
 

        1.  Introduction 
 
In this paper we will see idea proposed by [1] and 
[2]. [1] has tried to introduce a new way of 
communication that is to offload military 
communications on to public cellular networks, but 
as public cellular network’s (GSM) security is 
debatable for civilian usage then how can it be 
useful for military purpose , so [1] has proposed to 
introduce IpSec layer to increase security . IpSec  
Provides protection of sensitive information, High 
access control and Authentication even when 
Network is publicly available. It also provides 
resistance to Denial-of-service attack. In [2] there  
is a concept of using commercial satellites as 
satellites provide high reliability, very expensive 
high quality devices are required if someone wants  
 

 
 
 
to jam the services of a satellite, Each satellite 
transmits signal on 2 frequencies both in the L-
band these are designated L1 ( 1575.42Mhz) [12]  
and L2 (1227.60Mhz) [12] each satellite also 
transmits 2 types of modulation a coarse 
/acquisition (C/A) signal which is fully predictable 
by anyone who has read open signal specification 
and C/A is use by military receivers  to get more 
accurate and precise p(Y) signal. C/A is 
transmitted only on L1 and P(Y) is transmitted on 
L1 and L2 both [4]. Most military GPS receivers 
now in field use C/A codes before switching to P-
codes and operation of these receivers could be 
made difficult in presence of C/A code jammers [3] 
In [2] a list of different commercially available 
satellites are given along with their data rate and 
earth stations that can be used along with it. [1] has 
entirely emphasize on a way how to make civilian 
network  feasible for military communications. In 
this paper we will discuss the feasibility of such 
communications when compared with commercial 
satellite. 
 
        
      2. Military Communications over   
                   Civilian Network 
 
The advantages and disadvantages of using civilian 
networks will be discussed in this section. The 
biggest advantage of using civilian network for 
military is that the major load on military 
communications can be distributed and low 
prioritize and low bandwidth data can be unloaded 
from military communications giving military 
communications increased bandwidth for more 
mission critical operations. If 4th Generation 
Mobile Technology is being used then one of its 
advantages is increased number of users in a cell 
[5] which is ideal for serving closely packed 
military units or platoon. [10] Addresses that 
enhanced cellular range and capacity supported by 
Wi-Fi and WiMAX network is vision of 4G, we 
can use it with Digital video broadcasting “DVB is 
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a global standard for delivering of digital TV 
services [9] by doing so information can be 
exchanged and problems can be referred to and 
from remote locations. 
 
Another advantage of using civilian network is that 
military communications will start in no time as 
military will be using already installed civilian 
infrastructure of a country. As it is mentioned in 
the previous point that military use civilian 
infrastructure so as a result the whole process will 
also benefit the country economically because 
military will pay that country for using its 
resources. This concept of using secure public 
cellular network for military use is very well suited   
  
For peace-keeping forces because by using a 
country’s own infrastructure the probability of 
damage infliction will also reduce greatly. Earlier 
we talked about WiMAX and WiFi ,and there 
exists on alternative of WiMAX  called WiBro 
(Wireless Broad Band) which can offer mobility of 
60Km/hr up to 1 km [6] , besides that 802.16e 
(Mobile WiMAX and 802.20 (Mobile Broad Band 
wireless access can be used the former adds 
concept of vehicular mobility[7] where as the latter 
talks about network access from high speed trains 
[8] both the concepts are useful as they can be used 
in the fast moving military missions (Commando 
actions) 
 
The disadvantage could be the jamming of such 
network (Would be much easier than jamming a 
satellite communication). In high intensity conflicts 
there is also a high probability of damage to such 
networks, Using cellular networks in war-time 
scenario is not feasible, another problem is that of 
dependency on someone else (another country) 
which is particularly bothersome for invading army 
By using civilian network only low bandwidth and 
low priority data can be handled or offloaded by 
military communications.  
 
 
 
3. Military Communications over   
         Commercial Satellites 
 
In this section we will look at the pros and cons of 
using satellite for military purpose. The biggest 
advantage of using commercial satellite is 
availability of high data rates that is from 64Kbps 
to 90,000Kbps this alone can cater for all sorts of 
data from voice to video. Another advantage is full 
dependency on ones self as earth stations are 

controlled by military and major large ground 
stations from Hawaii to Diego Garcia are in the 
hands of US army and jamming such secure 
communications is very difficult, and by using 
commercial satellites the most valuable military 
resources won’t get engaged in it. In [2] they have 
talked about using portable trailer-mounted earth 
stations which can be easily moved from one 
location to another. 
Among the disadvantages are the high cost no 
matter how small the satellite receiving device or 
equipment is it will be much expensive than 
military communications using cellular networks. 
The power provided to transportable earth station 
will be from commercial source and generators so 
in case of sabotage to commercial power 
generation the whole system will be dependant on 
generators. Such devices are easy to move but are 
easy to target as well, specially when they are 
mobile in a hostile environment with militants and 
insurgents are waiting to hunt them down. Hostile 
forces can employ a hit and run technique or 
ambush to destroy the earth stations. 
 
 
 
 

 
 
Fig1: shows a satellite providing service 
at multiple locations. [Ref13] 
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Fig 2: Shows a type of earth station that 
can be used for communications with 
the satellite. 
 
 
4. Comparison  
 
If we compare the two options by placing them in 
present era scenario we will see that both have their 
significance depending on the type of conditions. If 
we take the example of Iraq and Afghanistan then 
whatever is happening there is an example of 
vanishing line between peace and war and no 
existence of battle front [11] In Iraq scenario where 
government supports the peacekeeping forces, here 
the use of Military communications over cellular 
network is more feasible and cost efficient because 
the civilian cellular network is still intact but incase 
of Afghanistan that has no proper cellular 
infrastructure or if there is then it is not covering 
The whole country here the use of commercial 
satellites is more feasible and previous results of 
Desert Storm and Somalia showed that commercial 
satellites and transportable earth stations played an 
important role in success of missions. The latest 
test of China of anti-satellite missile has rung the 
bells in the corridors of power, and this test showed 
that even satellites are not save anymore; there are 
military satellites that exist to monitor any missile 
launch and such satellites have capability to 
monitor 23 missile launches at a time but still 
satellite it self is vulnerable to destruction as they 
have no means to defend it self. If the whole 
concept is seen from another country’s point of 
view than off course satellite is not an option 
because only few countries exist that have their 
own satellite in space and only America has the 
resources to control satellite through its ground 

stations and others can only acquire channels 
within ground station to control their satellites in 
contrast to that military communications over 
public cellular network is an option that is 
available to all for secure communications in 
hostile environment. 
 
 

 
Table 1:   Comparison table 

 
 

5. Conclusion 
 
After comparing the reference papers we can say 
that with respect to security and dependency 
satellite still seems the best way to go if resources 
are available, other wise a more general and secure 
option is that of military communication over 
public cellular network. Now time has come to 
make amendments in the basic architecture because 
no matter how secure the communications are if 
there is threat of sabotage to the central 
architecture than some thing should be done about 
it, as we know nothing more can be done to secure 
cellular networks (because its architecture resides 
on ground and vulnerable to air raids and suicide 
bombings) but a lot can be done to secure satellites 
our suggestion in this regard is to alter the 
architecture of satellites in a way so that they can 
carry a interceptor rocket or any other device to 
protect themselves from incoming missiles. 
 

Comparison 
Parameters 

Cellular 
network 

Satellite 
communication 

Coverage 
area 

Not in 
remote areas 

Global 

Quality Of 
Service 

Good Excellent 

Security 
mechanism/ 

IP sec C/A code 
P(Y)code using 

L1 /L2 
frequencies 

Data rates Low High  
Dependability Prone to 

sabotage 
Excellent 

Cost Low High 
Deployment Always 

existing - 
Easy  

Time 
consuming and 

difficult 
Possibility of 

Jamming 
High 

probability 
Very difficult 

Probability of 
damage 

Yes No 

Vulnerability High Low 
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